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Abstract—The biometric data is an excellent candidate for authentication and verification secure systems. Whoever, it is not uniformly 
distributed, nor it be reproduced precisely each time it is processed. This makes biometric data difficult to be used as a password or as a 
cryptography secret. In this paper, a method is presented to extract fingerprint features and generate a public key using the fuzzy extractor. 
The public key can be used as a key in a cryptographic application or as authentication or verification system. The experiment shows that 
%93.13 of success rate indicate the method is excellent to be used to generate the public key from the fingerprint. 

Index Terms—Biometric, Fingerprint, Local feature, Security, Fuzzy extractor, and Cryptography.  

———————————————————— 

1 INTRODUCTION

iometric ensures the identification of human being auto-
matically based on the principle of measureable physio-
logical or behavioral characteristics such as fingerprint, an 

iris pattern, or a voice sample [1]. A significant feature asso-
ciated with Biometric data is that: it is hard to forge, unique to 
each person, and excellent source of entropy which makes 
them an excellent candidate for security applications. Howev-
er, they have some disadvantage, such as biometric data can-
not be subjected to any change, biometric template easy to 
steal, biometric data are not uniformly distributed and exactly 
reproducible; they cannot be used directly as password or 
cryptography secret [2]. 

When biometric data are used in an application it has to be 
stored in a database. This data might be used across a network 
for matching against reference database. Due to this basic step, 
the biometric system gets exposed to a new security risk such 
as: constructing false biometrics from stolen biometric template, 
and stolen biometric data are stolen for life [3]. There have been 
several researches in the literature addressing this issue [4; 5; 6; 
7]. 

Fingerprint is the oldest biometric-based identification system 
[8]. It has been used widely by a numerous application, for exam-
ple forensic test, security, personal identification due to its uni-
queness, accessibility, reliability. When a finger is pressed against 
a smooth surface the fingerprint is produced. The most visual 
characteristics of a fingerprint are a pattern of ridges and valleys, 
they run in parallel; sometimes they get terminated and some-
times they are bifurcated.  

There are two type of feature for fingerprint recognition: global 
feature and local feature. Global feature form special pattern of 
ridge and furrows, which are called singularities or singular 
point, and the important points are the core and the delta. The 
core is defined as the most point on the inner most ridges; and a 
delta is defined as the point where three flows meet [9]. There 
have been several approaches for singular point detection in the 
literature [10; 11; 12; 13; 14; 15; 16; 17; 18; 19; 20] and most of them 
operate on the fingerprint orientation field [10; 11; 12; 13; 14; 15]. 
The Poincare index (PI) method [9; 19; 21; 22] is one of the com-
monly used methods to detect singular point. Minutiae are impor-
tant at the local feature; it carries information about the indivi-
duality of the fingerprint. Minutiae, in fingerprint context, are the 

various ridge discontinuities of a fingerprint. The ANSI [22] clas-
sified minutiae to four classes: termination, bifurcations, trifurca-
tions, and undetermined. Consistent extraction of these features is 
essential for fingerprint recognition. There are many approaches 
in the literature about locating the local feature [23; 24; 25; 26]. 

Juels and Wattenberg [27] presented the first fuzzy commit-
ment sachems by combined well-known techniques from the 
areas of error-correcting codes and cryptography, in which a 
cryptographic key is de-committed using biometric data. Though 
this scheme worked well, but it has two major shortcomings; 
First, it does not allow modifications of the key. Second, the secu-
rity proof holds if the key is uniformly distributed.  

Juels and sudan overcome these drawbacks by proposing a 
fuzzy vault scheme [28]. The main drawback of this scheme is that 
if it’s used for different application with different vault each times 
it could reveal the fingerprint minutiae. To overcome the draw-
back of the fuzzy commitment and the fuzzy vault Yevgeniy et al 
[29] defined a fuzzy extractor, which will be used in this paper to 
convert the fingerprint local feature into a public key which can 
be used by any security application as a cryptographic key. This 
paper proposes a novel method to extract the fingerprint local 
feature using the ridge after that converting it to a public key us-
ing the fuzzy extractor.  

2 PROPOSED METHOD 
The proposed method contains two components the first one 
is the fingerprint pre-processing, which include the fingerprint 
enhancement, reference point detection, extracting the refer-
ence point sub-image & orientation normalization, and feature 
extraction; the second component is the fuzzy extractor which 
comprises of the generated and the verified. The following 
describes in detail the modules of the proposed method 
 
2.1 Fingerprint Pre-Processing 
This stage is very important for generating the public key. 
Since the fingerprint is affected by the skin condition, sensor 
noise, and incorrect pressure produced a low-quality image all 
of this produce different feature each time. The following Fin-
gerprint Enhancement, Reference Point Detection, Extracting 
the Reference Point Sub-Image & Orientation, and Feature 
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Extraction are used for extracting the fingerprint feature as 
vectors, which are used for the fuzzy extractor input. 

2.1.1Fingerprint Enhancment 
High superiority clearance of the fingerprint image is very 
important for fingerprint verification system to function prop-
erly. In real life, the quality of the fingerprint image is affected 
by noise like smudgy area created by over-inked area, breaks 
in ridges created by under-inked area, changing the positional 
characteristics of fingerprint features due to skin resilient in 
nature. Furthermore, dry skin lead to fragmented and low 
contrast ridges. In addition, wounds may cause ridge discon-
tinuities, and sweat on fingerprints leads to smudge marks 
and connects parallel ridges. The short time Fourier Transform 
analysis (STFT) proposed by [30, 31] is applied here for fin-
gerprint image enhancement. Figure 1 shows the original im-
age and the enhanced image. 
 

  

Figure 1. Shows the original image and enhanced image. 

 

2.1.2 Reference Point Detection 
The fingerprint image is made up of shape of ridges and val-
leys; they are the replica of the human fingertips. The finger-
print image symbolizes a system of oriented texture and has 
very rich structural information within the image. This flow-
like pattern forms the direction field extracted from the style 
of valleys and ridges. In the large part of fingerprint topolo-
gies, the orientation field is quite smooth, while in some areas, 
it appears in a discontinuous manner. These regions are called 
singular points, including core and delta, are defined as the 
centers of those areas. In addition, here the reference point is 
defined as the point with maximum curvature on the convex 
ridge. The reliability of the orientation filed describes the con-
sistency of the local orientations in a neighborhood along the 
dominant orientation is used to locate the unique reference 
point constantly for all types of fingerprints. The reliability can 
be also computed using the coherence as proposed by [32]. 
Figure 2 shows the reference point on the fingerprint image. 
The implementation is explained on in the following: 

1- The orientation image is hardly ever computed at full-
resolution. Instead each non-overlapping block of size 
W × W of the image is assigned a single orientation 
that corresponds to the most apparent or dominant 
orientation of the block. In this proposed method, W 
is set equal to sixteen. 

2- The horizontal and vertical gradients Gx(x, y) and 
Gy(x, y) at each pixel (x,y) respectively are computed 
using simple gradient operators such as a Sobel mask. 
The mask is set to 3×3. 

3- Compute the ridge orientation of each pixel (x,y) by 
averaging the squared gradients within a W × W 
window centered at [xi,yj] as follows: 
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4- Because of noise, corrupted ridge, valley structures, 
and low gray value contrast, a low-pass filter can be 
used to adjust the erroneous local ridge orientation. 
However, to perform the low-pass filtering, the orien-
tation image needs to be converted into a continuous 
vector field as follows: 
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where Φx and Φy are the x and y components of the 
vector field, respectively. With the resulting vector 
field, the Gaussian low-pass filter can be applied as 
follows: 
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where W is a two-dimensional low-pass filter with 
unit integral. 

5- Since the singular point has the maximum curvature. 
It can be located by measuring the strength of the 
peak using the following: 
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6- After locating the singular points, the pixel position of 

the singular points is needed. So the following mor-
phological operations are applied to locate the exact 
value of x and y: 

a. A region of interest based on the color is se-
lected to threshold the image.  

b. Skeletonization is applied to reduce all ob-
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jects on the image without affecting the im-
portant structure of the image.  

c. Objects with holes shrink to a connected ring.  
d. Objects without holes shrink to a point.  
e. Isolated pixels are removed.  
f. The pixels value of the singular points is in-

dicated by red point. 
 

 
Figure 2. Reference point 

 

2.1.3 Extracting theRefrence Point Sub-Image & 
Orientation Normalization 
Different acquisition for fingerprint may result in different 
size or location of fingerprint image. Since the area near the 
reference point covers correct and efficient information about 
the fingerprint. Khalil et. al. [32] extracted a sub image of 129 
X 129 from the original image making the reference point as 
the center after that rotating the sub image to zero orientation 
at the reference point. Figure 3 shows the sub image after the 
rotation. 
 

 

Figure 3. Sub image 

 

2.1.4 Feature Extraction 
The importance of texture for human visual system provides 
information for recognition and interpretationused in identify-
ing objects or regions of interest in an image. Texture is a re-
gion descriptor that provides a quantifying measure of the 
property such as smoothness, coarseness and regularity. The 
three main approaches to describe texture are statistical, struc-
tural and spectral. Statistical techniques describe texture by 
the statistical properties of the grey levels of the points com-
prising a surface such as smooth coarse grains. In general, 
these properties are computed from the statistical moments of 
the intensity histogram or gray level co-occurrence matrix of 
an image or region. To incorporate this type of information 
into the texture-analysis process is to consider not only the 

distribution of intensities, but also the relative positions of 
pixels in an image. The use of co-occurrence matrix produces 
this type of information. Structural techniques characterize 
texture as being composed of simple “texture primitive”, that 
are regularly arranged on a surface according to some rules. 
These rules limit the number of possible arrangement of the 
primitives. Spectral techniques are based on properties of the 
Fourier spectrum and describe the directionality period of the 
grey levels of a surface by identifying high-energy peaks in 
the spectrum.  

Haralick et al. [33] introduced the Gray-level co-occurrence 
matrix (GLCM); it is a statistical approach that can describe 
second-order statistics of a texture image. A GLCM is basically 
a two-dimensional histogram in which the (i, j)th element is 
the frequency that event i co-occurs with event j. A co-
occurrence matrix is specified by the relative frequencies P(i, j , 
d, θ) in which two pixels, separated by distance d, occur in a 
direction specified by angle θ, one with gray level i and the 
other with gray level j. A co-occurrence matrix is therefore a 
function of distance r, angle θ and grayscales i and j. 

Haralick et al [33]. showed that a fingerprint image can be 
decomposed into regions with regular textures. Thus, these 
regular texture regions can represent by using co-occurrence 
matrices. The co-occurrence matrices utilize angles of 0°, 45°, 
90°, and 135° as follows [33]: 
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where # denotes the number of elements in the set, Lx is the 
horizontal spatial domain, and Ly is the vertical spatial do-
main. 

A single GLCM might not be enough to describe the textur-
al features of an input fingerprint. For example, a single hori-
zontal spatial relationship might not be sensitive to texture 
with a vertical orientation. For this reason, multiple GLCMs 
are computed for values of θ at 0°, 45°, 90°, and 135°. And the 
relative distance is one pixel. Based on each computed GLCM, 
four features that can successfully characterize the statistical 
behavior of a co-occurrence matrix are extracted. They are as 
follows [32]: 
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Where mr, mcare means and σr, σcare the standard deviations 
computed along the rows and columns respectively, and Pijis 
the number of times that pixel occurred 
 

2.2 Fuzzy Extractor 
All tables and figures will be processed as images. You need to 
embed the images in the paper itself. Please don’t send the 
images as separate files. 

Yevgeniy et al  [29] defined a Fuzzy Extractor, which extracts uni-
form string 𝑅𝑅 from its input W′ the string 𝑅𝑅 can be reproduced as long as 
the input remains reasonably close to the original. The fuzzy extractor 
output a non secret string 𝑝𝑝 to assist in reproducing 𝑅𝑅 from 𝑊𝑊’.  

Yevgeniy et al  [29] introduced two primitives called a Secure Sketch 
which allows recovery of a shared secret given a close approximation 
thereof, and a fuzzy Extractor which extracts a uniformly distributed 
string 𝑅𝑅 from this shared secret in an error-tolerant manner.  
During the enrolment of an error prone, none uniformly distributed in-
put; the Secure Sketch generates some public information related to the 
input called a ‘Sketch’ which by itself cannot be used to recover the in-
put. The Fuzzy Extractor is used to map the non-uniform input to a un-
iformly distributed string. The seed for the Fuzzy Extractor along with 
the Sketch will be stored publicly. When a query needs to be matched to 
the input, the Fuzzy Extractor uses the public Sketch of the input along 
with the query to reconstruct the input exactly. The Fuzzy Extractor’s 
reconstruction procedure will be designed such that if the query is within 
a specified distance from the input, the reconstruction succeeds. The 
reconstructed input will then be mapped to the same string using the 
same seed stored along with the Sketch. 

The public storage of the Sketch and the seed do not substan-
tially compromise the security of the input as they cannot be used 
to recover the input without a query which is ‘close’ to the input. 

 

3 EXPERIMENTAL RESULT 

The experiment pre-processing method was prepared in 
MATLAB R2012b version 8.0 and run in Toshiba Intel core i5 
CPU 2.50. For syndrome computation and syndrome decoding 
of BCH codes, the public domain written by Kevin Harmon 
and Leonid Reyzin [34] is used. For performing finite field 
computation Victor Shoup’s [35] NTL library is used. The 
FVC2002 1a public fingerprint database is used in this experi-
ment. It comprised of 800 fingerprints from 100 different fin-
gers with eight images from each finger captured using low-
cost capacitive sensor, which made it contains many poor-
quality images. Each image is processed, and the public key is 
generated.  Each impression is compared with the other seven 
fingerprint futures. The result of the comparison is outstand-
ing only 6.87% false match due to poor-quality images in the 
database 

4 CONCLUSION 
In conclusion, this paper proposed an excellent method to ex-

tractthe fingerprint features using the reference point, after that a 
sub image selected, which has the fingerprint future. The texture 
of the sub image is used to extract the fingerprint futureand con-
verts it to a public key which can be used as a key in a crypto-
graphic application.  Since the fingerprint images used in the ex-
periment, an enhancement for the images is required. The expe-
riment result shows that the success rate is %93.13, and the false 
match is only %6.87 false match, and this is due to low quality 
images. However, in the future a live fingerprint scanner will be 
used to test the method. 
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1 1 0 1 0 0 0 0 1 0 1 0 1 0 0 0 0 1 
0 1 1 1 1 0 0 0 1 0 0 1 0 0 0 0 0 1 

1 1 1 1 1 1 0 0 0 1 0 0 0 1 1 1 0 0 1 
1 0 1 1 1 1 1 0 0 1 1 0 1 1 1 1 0 1 1 

1 1 0 0 0 0 0 1 0 0 1 1 1 0 1 0 0 0 0 1 
0 0 1 0 0 1 0 1 1 1 0 1 0 0 0 1 

Figure 4. Public key 
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